ResourceOne

SECURITY MANAGER

Integrated physical identity and facility access management for improved

physical security, compliance, and efficiency across the enterprise.

Security Manager

Resource One Security Manager (R1SM) integrates physical identity and facility access management delivering real-time and
fail-safe credentialing, authorization and authentication improving physical security, compliance, and efficiency across the
enterprise.

For organizations tasked with ensuring facility security and the safety of large, dynamic communities of employees, vendors,
clients and visitors, Resources One Security Manager integrates physical identity and facility access management to efficiently
provision and manage individual access rights and group policies in real-time.

By taking advantage of the convergence of physical security and information technologies, R1SM automates credentialing,
authorization and authentication workflow to eliminate time-lags and errors, reduce costs, and ensure compliance by integrat-
ing HR, IT, Facilities, Compliance and Security through a centralized data repository and unified management console.
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e Automated workflow for on-and-off-boarding to reduce
security breaches, and improve employee safety

e  Policy-based, role-driven provisioning of access rights to
reduce errors and time lags

e Centralized data repository to improve compliance, log
analysis and auditability

e Centralized management console supports cross-
departmental needs requiring minimal training

e Standardized and customizable reporting for situational
analysis and predictive behavior

e  Flexible middleware conduit to support unique business
processes and requirements

About Resource One

With over two decades of experience delivering IT solutions, including unified physical security, Resource One helps clients
take an integrative approach to physical security. Its veteran staff of security and IT experts are uniquely suited to drive
innovation through the IP-enablement of traditional security platforms converged with today’s IT principals of open standards,
interoperability and customization. The result is uniquely crafted physical security solutions for clients with a breadth of
requirements, including large commercial enterprises, health care institutions, education, retail, government, entertainment
venues, and more.
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R1SM Key Features

R1SM Management Console

e  Web-based user interface
Standard and custom reporting

® Imports associate data from Identity
Management system

e  Role-based security layer
Rules engine for automatic role assignment

®  Exception system allows for custom
provisioning

e  Activity Monitor to track all changes,
events, notifications, approvals and more

R1SM Associate Management

e |dentity Management system data updated
in real-time
Tracks changes to associates

e  Automatically picks up new jobs, departments
and locations

Flags important changes for review

e  Automatically pulls photos from Physical
Security system

e  Provides multiple role assignments to

Associates

R1SM Rules Algorithm

®  Maps physical security levels into logical
groups

e  Correlates departments, jobs and locations
to roles

e  Assigns roles to individual or groups of
associates

Specifications

Microsoft Windows .NET Framework
e  Application Programming Interface (API)
compatibility with all major Identity
Management and Physical Security systems
e  User interface supports Microsoft IE, Firefox,
Safari and Chrome browsers
e  Supports compliance for NERCCIP, CFATS,
HIPAA and FISMA regulations
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R1SM Management Console
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The Web-based unified man

agement console offers multi-level administrator

access to serve the needs of HR, Finance, Security, Compliance and more.

R1SM Associate Management
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Associate data is automatically imported, updated and securely managed
through the R1SM management console. R1SM efficiently manages individual
associates, groups, departments or entire organizations.

R1SM Security Policy and Rules Algorithm
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R1SM security policies are applied
through the R1SM Rules Algorithm that
automatically assigns an associate’s
access privilege rights to specific roles
based on job, department, and location.
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